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1.0 Motivation

Cross Domain refers to the connection and data transfer between domains that
have differing security standards. Following are two Cross Domain Solutions (CDS)
currently used to allow a soldier in the field on a classified network, where strategic
planning occurs, to gain access to needed data stored on an unclassified network,
where data is collected.
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CDS1 Physically copy data from the unclassified network database to a medium
such as a CD and transport it to the classified network database.
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1.1 Disadvantages to Current CDS
e Redundant Copies of Data
e Costly Use of TIme
» Replication
» Transportation
e Need For Data Synchronization
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Akimeka is currently researching and developing new CDS using modern web
services technology. One scheme under study utilizes already existent guards.
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CDS3 Allow soldier on the classified client side to access the unclassified server

side database by request-response interaction. XML (Extensible Markup Language)

“Hi”
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proprietary language and protocol and the SOAP (Simple Object Access Protocol) Client Server
over HTTP (Hypertext Transfer Protocol) that most modern web services use.

firewalls provide an extra layer of security as well as translate between the guard’s
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